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Thisreporthasbeendevelopedtoanalyse thesituation of COVID-19 tracingappsanddigitaltools
in EaP countries: Armenia, Azerbaijan, Belarus (withdrew from EaP on 28 June 2021), Georgia,
Moldova, Ukraine. For each country (except Belarus), an individual report was developed in
order to analyse and evaluate the impact of the above-mentioned technologies in the country.

The scope of this report is to present
a comparative analysis of the digital
public solutions adopted during
COVID-19 and provide a series of
recommendations.

The individual countries’ reports on
which this analysis is based are the
following:

Azerbaijan: Citizens’ tracking during and after COVID-19: report on the situation
in Azerbaijan (By Social-Strategic Researches and Analytical Investigations
Public Union).

Moldova: Citizens’ tracking during and after COVID-19: report on the situation in
Moldova (By WhatchDogs. MD and Digital Communication Network in Moldova).

Georgia: Citizens’ tracking during and after COVID-19: report on the situation in
Georgia (By PMO Business Consulting and Digital Communication Network in
Georgia).

Armenia: Citizens’ tracking during and after COVID-19: report on the situation in
Armenia (By Digital Communication Network in Armenia).

Ukraine: Citizens’ tracking during and after COVID-19: report on the situation in
Ukraine (By the Institute of Innovative Governance).



Context




At the beginning of 2020, the world was shaken by a viral pandemic, which changed everyone's

normal way of life for more than a year. The disease, caused by a coronavirus and known as

COVID-19, has become a challenge for health systems and forced governments around the world

to introduce several preventive measures including social distancing and lockdowns. At the end

of March 2020, when the disease was already raging in the world, several national governments

introduced mechanisms for monitoring and self-isolation for people exposed or symptomatic

to COVID-19 in order to contain the effects of a global pandemic.

At that time, states and technology giants began to think
about how advances in information technology could be
used to prevent infection, or at least to inform people that
they had been in contact with an infected person. In par-
ticular, governments and stakeholders involved in the fight
against COVID-19 started relying on data analytics and dig-
ital technologies (including tracing mobile applications) to
address this new threat. These digital efforts deployed by
national governments, health-care institutions as well as
businesses to prevent larger scale propagation of the virus
were often approved as part of extraordinary measures to
fight the pandemic, including the declaration of a state of
emergency in many cases.! Eastern Partnership (EaP) coun-
tries namely Armenia, Azerbaijan, Belarus, Georgia, Moldo-
va and Ukraine were among those countries.

While even prior to the pandemic, digital services and IT
technology had become an increasingly important part of
citizens’ lives, it was the emergency situation that facilitat-
ed the spread of their adoption. In particular, the prolonged
emergency situation pushed governments, including in the
EaP countries to develop new digital solutions to fight the
pandemic. For example, mobile applications which ensure
contact tracing and exposure notification were introduced
all over the world. Contact tracing apps allowed people to
register their location and share it with health authorities,
who in turn can more accurately identify outbreaks, while
exposure notification programs only notify users if they
have been around a person who later found a positive test
for COVID-19.

> wonN o

This report presents a comparative analysis of the EaP
countries on their adoption of digital instruments during the
pandemic and theirimplications on citizens’ lives. Ultimately,
the scope of the analysis is to assess how digital solutions,
including COVID-19 tracing apps, were implemented during
the emergency period and whether theirimplementation can
be related to any risks for democracy and human rights.

This report is focusing on the EaP countries since digital
rights including the right to personal data protection and
privacy were reportedly being violated on a larger scale
before and during the pandemic in these countries in
particular. Moreover, implications of COVID-19 related digital
solutions aren’t temporary and many of them may have a
negative impact on democracy and human rights in the post-
COVID time. For instance, contrary to the member-states
of the European Union where personal data protection is
ensured by GDPR, countries in the EaP region lack effective
and comprehensive data protection systems.? Moreover,
enhancing the right to data protection in EaP has been
recognized as a clear priority by the governments, most
international partners and stakeholders. Indeed, it was noted
that digitalisation poses potential threats in EaP countries
such as privacy and cyber security issues which can create
additional obstacles to EaP states’ participation in the EU
digital single market and further political integration with the
European Union.?

In April 2020 the Council of Europe issued a statement on dig-
ital solutions and contact tracing® in which it is mentioned

Council of Europe Joint Statement on the right to data protection in the context of the COVID-19 pandemic, March 30 2020
European Parliament Eastern Partnership 3.0 Principles, priorities, and prospects May 2020
European Council on Foreign Relations A digital agenda for the Eastern Partnership June 9, 2021

Council of Europe Joint Statement on Digital Contact Tracing by Alessandra Pierucci, Chair of the Committee of Convention 108 and Jean-Philippe

Walter, Data Protection Commissioner of the Council of Europe April 28, 2020


https://rm.coe.int/covid19-joint-statement/16809e09f4
https://www.europarl.europa.eu/RegData/etudes/IDAN/2020/651966/EPRS_IDA(2020)651966_EN.pdf
https://ecfr.eu/article/a-digital-agenda-for-the-eastern-partnership/
https://rm.coe.int/covid19-joint-statement-28-april/16809e3fd7
https://rm.coe.int/covid19-joint-statement-28-april/16809e3fd7

that while it is crucial to invest “all efforts in preventing fur-
ther propagation of the virus”, it is also important to note
that digital contact tracing raises new questions that cannot
be neglected before deciding to implement such popula-
tion-wide digital measures. In particular, the statement rec-
ognises that digital solutions to trace and fight the spread
of the virus should respect three different but related ele-
ments:

A. Effectiveness
The benefits of such digital epidemic solutions (in-
cluding contact tracing) override the benefits of
other alternative solutions which would be less in-
trusive.

B. COVID-19 purpose identification
The digital solutions implemented to fight the virus
should be introduced only in the context of tracing
and fighting the virus.

C. Minimisation of risks related to privacy, data protection
and transparency
Data processed within digital instruments should be
reduced to the strictest minimum and any data that
is not related or necessary should not be collected
and stored.

While many European countries implemented tracing apps
and other digital solutions to fight COVID-19, this report is
focusing on the EaP countries. Armenia, Azerbaijan, Belarus,
Georgia, Moldova and Ukraine are important cases to study
due to their unique situations in terms of national legislations
and institutional capacity as well as integration with the
European Union, particularly in the field of Digital Single
Market.

All EaP countries have established bilateral relations with
the EU in order to deepen mutual cooperation, increase
stability and carry out the reforms in the field of digital

transformation, including in the data protection field. For
instance, GDPR is considered the toughest privacy and
security legislation globally, and it imposes strict obligations
on collecting and processing personal data. The EU Member
States and any other entities that handle data of EU citizens
are subject to GDPR provisions, including strict procedures
that governments have to put in place to ensure purpose
limitation of data collection and principles such as integrity
and confidentiality.

The EaP countries have experienced different level of
integration and adaptation to GDPR standards®: for instance,
despite internal political issues, Ukraine®, Georgia and
Moldova have implemented several reforms to pursue the
harmonization of national legislation to GDPR standards
and data protection, while Armenia, Azerbaijan and Belarus’
experienced a slower integration due to lack of political
interest or the creation of local data protection standards.
However, all of the EaP countries have committed themselves
through EaP dialogue to regularly take recommendations and
implement reforms to comply with the European policies. In
particular, the EaP countries are particularly interested in
adopting digital instruments harmonized to the EU standards
if the harmonization can produce effective and visible
benefits to citizens. For instance, by creating “paperless”
opportunities for local businesses, increasing administration
transparency, and promoting effective e-governance among
the citizens.

However, given the pandemic and the course of digital
transformation in the EaP countries, the COVID-19 tracing
measures pose additional challenges to the protection of
personal data and privacy. Indeed, EaP region is highly
susceptible to cyber-attacks and their various actors which
in the past harvested personal data for fraudulent purposes®.
Also, implementing legislative instruments and shared
procedures to fight corruption at all levels remain a challenge
for every EaP government. As a result, efficient human rights
and data protection policies are still lacking in the region.

5. EU4Digital Roaming deal one step closer as draft agreement presented to Eastern partners July 1, 2020

6. Council of Europe Newsroom EU and Council of Europe working together to strengthen the Ombudsperson’s capacity to protect human rights

January 30, 2020

7. Rodl&Partner Belarus will get its own "GDPR” = What companies should prepare for August 12,2019

8. Paper Policy. Hybrid Threats in EaP Countries: Building a Common Response 2019


https://eufordigital.eu/regional-roaming-agreement-presented-to-eastern-partner-coordinators-and-eu-delegations/
https://www.coe.int/en/web/national-implementation/-/new-data-protection-legislation-of-ukraine-is-being-developed-with-the-expert-support-of-the-council-of-europe
https://www.roedl.com/insights/belarus-gdpr-eu-data-protection-act-opt-in
https://eap-csf.eu/wp-content/uploads/Policy-paper_2019_EN_hybrid-threats-in-eap-and-common-response.pdf

Definitions



What are COVID-19 tracing apps and e-services?

For the purposes of this report, one may refer to the legal
definition of COVID-19 tracing apps. In Europe there is no
widely accepted definition of COVID-19 tracing apps. The
European Court of Human Rights has not given any ruling
or judgement in this matter so far and the official definition
of the notion after reviewing pending applications has not
been issued.® Nevertheless, the United States of America
has quite an impressive legal practice using this term since
2020. The Public Health Emergency Privacy Act (S. 3749) re-
fers to COVID-19 tracing app with regards to any public or
private entity that collects, uses, or discloses "emergency
health data" electronically or by wire or radio communica-
tion, or that develops or operates a website, web applica-
tion, mobile application, mobile operating system feature,
or smart device application "for the purpose of tracking,
screening, monitoring, contact tracing, or mitigating, or
otherwise responding to the COVID-19 public health emer-
gency."?In the context of this report, such an app is devised
by the government of a respective country, namely by a
Ministry of Healthcare or a Ministry of Digital Transforma-
tion (asin Ukrainian case) to track the spread of coronavirus
and people who had contacted the infected person. More-
over, the app ensures the self-isolation period throughout
lockdown.

Referring to “e-services”, the European Commission defines
them as “services which are delivered over the Internet or
an electronic network involving minimal human interven-
tion, and that are impossible to ensure in the absence of
information technology.”** Thus, e-services include a wider
variety of digital instruments such as live statistics, forms,
rendering services like doctor appointments to potential re-
cipients of COVID-19 virus or citizens concerned about their
health. Some EaP countries did not have a fully-functioning

COVID-19 tracing app developed. Instead, they used several
e-services to inform its population about the danger of COV-
ID-19 and number of patients. This report is therefore refer-
ring to the above-mentioned tools according to the defini-
tions provided.

What are the threats of COVID-19 tracing apps and
e-services in the EaP region?

The biggest challenges that are posed by COVID-19 trac-
ing apps and e-services in EaP countries are connected to
the fragile democratic institutions. Indeed, many experts*
pointed out that tracing apps de facto “normalize” state
surveillance® and pose serious threats vis-a-vis privacy and
government transparency.** In theory, the use of geolocation
data-collecting apps can allow data-sharing only with explic-
it consent. When a user installs the app, a person is asked
to give explicit and informed consent to the collection and
sharing of their personal data. However, the range of person-
al data that COVID-19 related apps collect and share can be
very broad and it is difficult for users to understand. In some
particular cases, tracing apps may continue to run in the
background even in case the smartphone is not in use. Some
apps can also exchange information with other apps through
application programming interfaces (APIs), generating more
detailed information.*

First, it is the governments' obligation to ensure the safe-
ty of their citizens and to minimize the spread of the virus.
The most common measures to achieve this goal have been
tighter controls on the free movement of citizens through
quarantine restrictions, a ban on mass gatherings, and man-
datory isolation upon arrival from places at high risk of COV-
ID-19 infection. Strengthening law enforcement control over
compliance with quarantine restrictions has de facto given
them more powers to monitor society.®

9. European Union Agency for Fundamental Rights Coronavirus Pandemic in the EU — Fundamental Rights Implications: with a Focus on Contract-

Tracing Apps March 21- April 30, 2020

10. 116 Congress 2d Session A Bill to protect the privacy of health information during a national health emergency

11. European Commission Electronically supplied services

12. Experts interviewed in six EaP countries for the purpose of this report. More information about the interviews taken could be found in the individual

EaP countries’ reports on which this report is based.

13. Carnegie Europe Coronavirus Tracking Apps: Normalizing Surveillance During States of Emergency October 5, 2020

14. Euronews Privacy fears stop us using COVID contact tracing apps. It's not the only reason they've failed August 5, 2021

15. OECD Tracking apps can embody varying degrees of privacy and data protection April 23, 2020

16. Ibid.


https://fra.europa.eu/sites/default/files/fra_uploads/fra-2020-coronavirus-pandemic-eu-bulletin-may_en.pdf
https://fra.europa.eu/sites/default/files/fra_uploads/fra-2020-coronavirus-pandemic-eu-bulletin-may_en.pdf
https://aboutbgov.com/QQT
https://ec.europa.eu/taxation_customs/electronically-supplied-services_en
https://instingov.org/publications/
https://instingov.org/publications/
https://carnegieeurope.eu/2020/10/05/coronavirus-tracking-apps-normalizing-surveillance-during-states-of-emergency-pub-83039
https://www.euronews.com/next/2021/08/05/privacy-fears-stop-us-using-covid-contact-tracing-apps-it-s-not-the-only-reason-they-ve-fa

At the same time, it should be understood that any restric-
tions on the rights of citizens imposed to counter the spread
of the COVID-19 pandemic must be based on scientific ev-
idence, non-discriminatory, proportionate to the goal and
limited in duration. Therefore, in the context of implement-
ing applications for self-isolation, in particular at home, it is
important to understand that any information collected for
COVID-19 surveillance purposes can only be used for medical
purposes, excluding use for any other purpose. Indeed, this
personal data cannot be freely transmitted to governmental
agencies or any private entities advertising vaccination and
stored for a long period of time. The Council of Europe state-
ment reported in the previous section'” is one of the many
documents delivered by international organisations that
stress on this feature of COVID-19 tracing apps.

However, tracing apps are not the sole tools that govern-
ments used to fight COVID -19. For instance, digital services
and communication are also tools that countries widely use
to inform citizens and keep them updated on lockdown and
healthcare procedures. However, overall EaP region has af-
fected by various level of political instability, given the con-
flictin eastern Ukraine, protests in Belarus, tensions between
Azerbaijan and Armenia etc. Therefore, digital tools also pose
serious risk in relation to human rights violation and govern-
ment abuses. In particular, in various cases the national leg-
islation regulating digital instruments has not been aligned
with fully democratic standards and norms that protect citi-
zens from abuses (For example GDPR).?®

Another aspect to pay attention to is related to the judicial
power and how abuses are persecuted in the region. The EaP
countries have leveraged the derogation mechanism® to the
European Court of Human Rights. For instance, Armenia, Mol-
dova and Georgia notified the Secretary General of the Coun-
cil of Europe that they were invoking this provision to face the
ongoing pandemics.? Clearly derogation is not illegal and it
can been requested by countries in exceptional circumstanc-
es.? Nevertheless, this example clearly shows that in time of
pandemic various states are more prone to create exceptions
in relation to common norms that regulate judicial power at
the international level. In addition to that, in all EaP countries
there is a national legislation on the state of emergency that
has been used to implement emergency measures to fight
the virus.?

Therefore, one can argue that under the current exceptional
circumstances, not only the rights of citizens are often restrict-
ed, but also the level of judicial protections from court and
national and international laws are subject to be weakened.
This is obviously not something negative per se, however in
fragile democracy this can lead to government abuses, par-
ticularly in the digital field, where legislation is often weak or
not sufficient to fully protect citizens. Therefore, this report
analyses in what ways and to what extent COVID-19 tracing
applications and other digital measures that have been im-
plemented in the EaP countries impacted on democracy and
human rights.

17. Council of Europe Joint Statement on Digital Contact Tracing by Alessandra Pierucci, Chair of the Committee of Convention 108 and Jean-Philippe
Walter, Data Protection Commissioner of the Council of Europe April 28, 2020

18. Lexology Ukraine — The impact of the GDPR outside the EU October 16, 2019

19. EJIL:Talk! Supervision of Derogations in the Wake of COVID-19: a litmus test for the Secretary General of the Council of Europe April 6, 2020

20. Oxford Academic COVID-19 pandemic and derogation to human rights May 4, 2020

21. Verfassungsblog COVID-19 and Derogations Before the European Court of Human Rights April 10, 2020

22. K.A.C. Group Emergency Mode vs. State of Emergency. What are the differences? March 23, 2020


https://rm.coe.int/covid19-joint-statement-28-april/16809e3fd7
https://rm.coe.int/covid19-joint-statement-28-april/16809e3fd7
https://www.lexology.com/library/detail.aspx?g=d8e6e84c-ade6-462d-9c77-82481bf7e511
https://www.ejiltalk.org/supervision-of-derogations-in-the-wake-of-covid-19-a-litmus-test-for-the-secretary-general-of-the-council-of-europe/
https://academic.oup.com/jlb/article/7/1/lsaa015/5828398
https://verfassungsblog.de/covid-19-and-derogations-before-the-european-court-of-human-rights/
https://kac.com.ua/en/novosti/rezhim-chrezvychajnoj-situatsii-vs-rezhim-chrezvychajnogo-polozheniya-kakie-otlichiya/

Armenia




Background

The first case of COVID-19 was registered in Armenia®® on
1 March®. In a bit more than a week the government
declared astrictlockdown followed by a state of emergency.
With the State of Emergency declaration on 16 March, the
Interagency office on the Prevention of CoronaVirus was
upgraded and granted increased authority and called
the ‘Commandant Office’, with Deputy Prime Minister
Avinyan leading efforts as the ‘Commandant’.? Moreover,
the creation of the Commandant’s office received special
power in order to put in place social and economic
measures to fight the virus under the auspices of the
government.?

It is also important to stress that Armenia developed
national pandemic plans in the past. However, the
Commandant’s office decided not to activate the plan as it
was outdated and had not been revised since 2009.% The
new national response plan was thus created by using the
recommendations of the WHO, under which the Ministry
of Health was leading the sanitary response to COVID-19
while both the National Centre for Disease and Control
and Ministry of Health are coordinating surveillance
communications and international reporting.?®

Despite Armenia’s geographical position and relative
isolation from the rest of the so-called “red zones” in
Europe, the virus managed to spread extensively making
Armenia a high-risk country. Currently, Armenia has one
of the highest ratio per capita in the Caucasus region and
as of August 22,2021 236,742 total Coronavirus cases have
been registered in Armenia. The intensive expansion of the
infection in Armenia has several reasons such as delayed
measures implemented by the Commandant’s office and

the tendency of both citizens and government of not
taking the virus seriously.?

In the first months of the pandemic the Government’s
response to this situation was poor in terms of
information dissemination and it focused mostly on
repressive measures such as lockdowns.® This generated
a huge wave of disappointment and complaints by media
representatives and civil society. However, it is important
to mention that after a number of consultations with a
wide array of stakeholders the government started to
focus more on prevention and digital cases-tracing.

Yet, the COVID-19 situation in Armenia has also generated
manyproblemsregardingdataprotectionandprivacyissues
in Armenia. An amendment authorised the government to
gather information available from mobile operators and
consolidate them into a centralized database, including
the location of users’ mobile phones, the phone numbers
of people whom they contacted including the start and
end times of the communication.? The laws essentially
gave the authorities access to citizen’s cell phone data to
track the contacts of COVID-19 patients®. The government
justified that with the necessity of identifying the circle of
contacts of those who test positive for COVID-19 so as to
place them under quarantine.

The government clarified that these measures were
conducted exclusively within the framework of State of the
Emergency declared due to the pandemic. This means that
the data gathered from mobile operators was expected to
be deleted after the end of the State of the Emergency.
However, these measures raised many concerns among
the opposition, the Human Rights Defender’s Office
(HRDO)*, civil society and the public in general®*.

23. Individual Report Citizens' tracking during and after COVID-19: report on the situation in Armenia September 21, 2021

24. EVN Report Covid-19: Updates From Armenia March 13, 2020

25. COVID-19: Health System Response Monitor Policy responses for Armenia September 10, 2020

26. Egov 0000000000000 OOOOOOOOOO March 16, 2020

27. COVID-19: Health System Response Monitor Policy responses for Armenia September 10, 2020

28. The Government of the Republic of Armenia Decisions of emergency commandant August 18, 2020

29. IALS Student Law Review | Volume 8, COVID Special Issue The Impact of COVID-19 Related Emergency Measures on the Democracy and Human

Rights in Armenia Winter 2021
30. EVN Report Covid-19: Updates From Armenia March 13, 2020

31. Human Rights Watch Armenia: Law Restricts Privacy Amid COVID-19 Fight. Any Limits Require Human Rights Protections April 3, 2020

32. Individual Report Citizens' tracking during and after COVID-19: report on the situation in Armenia September 21, 2021

33. Human Rights Defender of the Republic of Armenia Legal position of the Human Rights Defender on draft laws restricting the privacy of

correspondence and other rights March 31, 2020

34. EVN Report Observations About Armenia’s COVID-19 Response July 6, 2020


https://instingov.org/wp-content/uploads/2021/09/Armenia.pdf
https://www.evnreport.com/raw-unfiltered/covid-19-updates-from-armenia
https://www.covid19healthsystem.org/countries/armenia/livinghit.aspx?Section=5.%20Governance&Type=Chapter
https://www.e-gov.am/gov-decrees/item/33564/
https://www.covid19healthsystem.org/countries/armenia/livinghit.aspx?Section=5.%20Governance&Type=Chapter
https://www.gov.am/en/commandant-decisions/
https://journals.sas.ac.uk/lawreview/article/view/5272/5108
https://journals.sas.ac.uk/lawreview/article/view/5272/5108
https://www.evnreport.com/raw-unfiltered/covid-19-updates-from-armenia
https://www.hrw.org/news/2020/04/03/armenia-law-restricts-privacy-amid-covid-19-fight
https://instingov.org/wp-content/uploads/2021/09/Armenia.pdf
https://ombuds.am/en_us/site/ViewNews/1137
https://ombuds.am/en_us/site/ViewNews/1137
https://www.evnreport.com/covid-19/observations-about-armenia-s-covid-19-response

Functionality and Development

It is important to stress that Armenia developed two differ-
ent versions of the COVID-19 tracing app. The first app de-
veloped in March 2020 enabled people to provide informa-
tion through answering questions pertaining to their health
as well as their location and phone number. The questions
included in the app were developed by the World Health
Organization. The tracing app was developed to relieve the
pressure from the COVID-19 testing thus providing opportu-
nities for citizens to “test” themselves.*

The second application had a tracing function. It was de-
vised to track social contacts and location of the infected
people. However, this app was not very well promoted by
the government, so less people used it.

On 19 March, during the government session Deputy Prime
Minister and Commandant Tigran Avinyan announced that
the country started to work on the developing of tracing
app called ‘COVID-19 Armenia’ which was designed to track
cases in the country. He mentioned that the government
and the Commandant’s office was “envisaging to have a
phone app which will enable people to provide information
through answering questions, mentioning their location
and phone number”®*, He also remarked that the app will
be based on survey developed by World Health Organiza-
tion and the fact that “Armenians will be able to understand
whether they have COVID-related problems and what they
should do in this case®”. After that his advisor made clari-
fications stating that the app was provided by Iranian de-
velopers and was adjusted to local conditions.® In fact, the
tracing app was developed to relieve the pressure on the
testing procedure by providing opportunities for citizens to
“test” themselves.

The app could thus have served as a platform for testing
which was both less time-consuming and more cost-effec-
tive for the country*. Nevertheless, several concerns were

35. European Emergency Number Association Covid-19 Apps April 23, 2020

36. Ibid.

raised by cyber security experts and human rights activists
as the app lacked transparency and the data storage policy
was not clear enough. Concerns among cyber security ex-
perts as well as human rights activists resulted in a move-
ment with a demand to provide transparency regarding the
mode and principles of the operation of the tracing app®.
On 8 April, the government of Armenia announced that the
app had proven successful in finding new coronavirus cases
as 1500 users were put in “a red zone”, 31 people were iso-
lated, and four were diagnosed with coronavirus after they
used the self-diagnosis function of the app.*

Specific Threats

Within the framework of this study in Armenia several
interviews with experts were conducted to evaluate
possible risks related to the use of the app. Interviews have
been conducted in a semi-structured way with experts from
various fields such as cyber security, political science and
civil society.*

Cybersecurity professionals expressed their concerns re-
garding the tracing apps. In particular, one of the experts in-
terviewed said the first app “was neither effective nor safe”.
The second Armenian app was not used sufficiently. Taking
into consideration that it has been used only until August
2020, it can be concluded that the percentage of newly re-
vealed cases is statistically insignificant.*

Concerns regarding the tracing apps posing a threat to
national security were shared by other experts during the
interviews as well. Some of them were not sure how the
data collected by the app would have been used. To draw
parallels with other COVID-19 tracing apps developed in
the EU it is worth mentioning that their functions have
been strictly regulated by data protection laws. This idea
is shared by another cyber security specialist who not only
considers the two tracing apps as violations of human rights
but also agrees that it is a direct threat to national security.
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Apart from expert interviews, an online survey was
conducted to reveal public opinion on the use of the
COVID-19 tracing apps. 66.7% percent of respondents
were aware of the tracing apps. However, only 23.8% of
them had installed the app on their devices. 57.1% of
potential users considered them dangerous in terms of
personal data collection and stressed on possible sensitive
personal data leaks to third parties. Respondents to the
survey conducted within the scope of this study in Armenia
mentioned that COVID-19 tracing apps could lead to human
rights violations. However, 42.19 % of respondents think
that these restrictions were necessary while 28.6% of
respondents think that they were somewhat necessary and
only 23.8% regarded them as unnecessary*.

Conclusions

The situation in Armenia presents human rights and demo-
cratic risks related to the adoption of the COVID-19 tracing
apps. In particular, the lack of adoption of GDPR had a nega-
tive impact on the users’ experience of the app. The develop-
ment of this instrument raised some concerns in citizens and
civil society activists regarding personal data protection and
democratic development of the country. Nevertheless, data
provided by the Armenian government suggest that the trac-
ing app and self-diagnosis instruments had positive effects.
Yet, the great majority of people interviewed and surveyed
during the study mentioned that they had little interest in
these potential benefits of the apps and therefore they barely
used these mobile applications.
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Azerbaijan




Background

The response of the government of Azerbaijan to COVID-19
pandemic was instantaneous: the Cabinet of Ministers of the
Republic of Azerbaijan adopted two decrees aimed at pre-
venting the spread of the virus and tackling the consequenc-
es of pandemic. On 30 January 2020, the Cabinet of Ministers
announced the Action Plan ‘to prevent the spread of a new
disease in the Republic of Azerbaijan’. It was followed by a
decision No. 73-1 “On the rules for quarantine-organisation,
prevention and other necessary measures in case of a threat
of emergence or spread of infectious, parasitic and mass
non-communicable diseases”*.

Due to the high number of positive cases on 24 March 2020,
the government adopted a ‘special quarantine regime’ and
imposed multiple severe measures restricting people’s free-
dom of movement. This raised questions of possible privacy
violations following the application of obligatory SMS ap-
proval system for residents willing to leave their homes. On
12 June 2020, further regulation was introduced requiring
those tested positive to the virus to self-isolate at home and
commit to being tracked through a COVID-19 tracing applica-
tion, which enables authorities to verify their location at the
place of residence*.

Therefore, the government of Azerbaijan has developed two
platforms, a tracing app called “E-Tabib”¥, and an informa-
tive e-service called “Protect yourself against Coronavirus”.
‘Protect yourself against Coronavirus’ platform was devel-
oped under the assistance of the UNDP Baku Office.

E-Tabib’ was designed to be an application which will in-
form the users in real-time about the number of patients in
Azerbaijan and, at the same time, inform people who were
in close contact with the virus.”® ‘E-Tabib’ application was
created with the assistance of «The Association for the Man-
agement of Medical Territorial Units» public entity (TOBIB).*®

These services were promoted by the Government among
the population, but they did not become commonly used,
and the rate of downloads remained pretty low. The rea-
son behind low use of the apps was that they were never
deemed as obligatory.

Functionality and Development

As mentioned in the previous sections, two different digi-
tal tools were developed in the country. The first platform
‘Protect yourself against Coronavirus’ was essentially an in-
formative tool for citizens while E-Tabib was a tracing app
developed to track and stop the circulation of the virus.

“Protect yourself against Coronavirus” collects basic per-
sonal information, such as First Name, Last Name, Email,
Phone Number. It was developed to provide first-hand
medical advice if a person asks specific questions concern-
ing the symptoms®. It was developed by the Ministry of
Health in cooperation with the Baku Office of UNDP. The pri-
mary aim was to inform the nationals and help them decide
whether to seek appropriate medical care. This e-service is
available on the website of the Centre for Public Health and
Reforms of the Ministry of Health of the Republic of Azerbai-
jan.*? It is worth mentioning that the service is not intend-
ed to diagnose or treat any disease (including COVID-19) or
other medical conditions, but only to inform about poten-
tial dangers.

Only people with a full resident status in Azerbaijan could
access the app, as it requires a national phone number
and some other data accessible to residents only. Also, the
platform is not translated into English or any other foreign
languages.®® In the main section of the portal, the platform
asks users several questions to determine the level of care
required, and based on these answers,recommendations
are provided. In terms of data policy, it requires a consent
of the user to collect and process personal data.
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On the other hand, E-Tabib is a COVID-19 tracing app. It was
developed by the Data Processing Centre of the Ministry of
Communications, Transport and Higher Technologies of the
Republic of Azerbaijan.> Through a system of notifications,
the app notifies people whether they were around the poten-
tial carriers of the virus based on the information provided to
the app. If a person accidentally came in contact with a car-
rier of the infection (for example, in a queue, in a store, etc.),
they would be notified and invited to take a laboratory test®.
Apart from the notification function, the app showcases the
COVID-19 statistics around Azerbaijan and is accessible in
terms of contacting the national anti-coronavirus hotline.

The only personal information collected by the app is a mo-
bile number. Once the person inserts a mobile phone number
and types the code received, they are presented with “Terms
of Use” which consist of 10 Articles®®. These terms are very ba-
sic and enshrine typical legal contractual obligations: intel-
lectual property rights, guarantees, applicable law (the Laws
of the Republic of Azerbaijan) and the possibility of unilateral
termination.

Since its release in July 2020, E-Tabib has been accused by
human rights activities in collecting sensitive personal data®".
For example, when a user opens the app for the first time,
E-Tabib does not ask for an explicit permission to access GPS
data, but it has some GPS features integrated®. Vusala Mam-
madova, a famours presenter of the Azerbaijani ITV chan-
nel, described her experience of the app as “making me feel
more of a criminal than a patient” in a post on Facebook.*®
According to Mammadova, the same day she received a pos-
itive COVID-19 test result she also received an SMS stating:
“You have Covid! If you leave home, you will carry criminal
responsibility!” and several intimidating calls.*®
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Specific Threats

The report on Citizens’ tracking during and after COVID-19 in
Azerbaijan was based on a population survey and interviews
with experts and members of civil society. The report
concluded that there are no specific concerns regarding
the ‘Protect yourself against Coronavirus’ platform. The
information provided by the users was already in the open
access on the Internet and the use of this instrument was
based on the fact that citizens are personally concerned
about their health conditions and want to receive medical
assistance online.

On the other hand, E-Tabib tracing app raided much more
concerns. Firstly, there are a lot of discrepancies between
the information provided on a webpage of the app (which
is visible to the public eye) and the actual policy of the app
which is stated in Terms of Use®. It is expressly stated on
the website that the “E-Tabib application does not collect
any personal information other than your mobile phone
number”®2, Nevertheless, Article 5.1 explicitly sets forth that
the app collects ID number and information about location®.
That means that citizens are not aware which information is
collected and processed, and they are also not aware of any
potential misuse of such information by the governmental
bodies.

Secondly, the Centre for Public Health and Reforms of the
Ministry of Health of the Republic of Azerbaijan possesses the
right to disclose personal information. This poses a serious
threat for citizens as the data collected may be used by third
actors to track the location and the habits of citizens and
it is a clear violation of the EU GDPR policy and the right to
privacy.®
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Thirdly, the development of the app raises concern on the
policy on keeping personal data. Personal information
is saved for the duration of one month even after the
termination of the contract and deletion of the application.®®
Thus, personal data may be transferred to third parties inside
oroutside the Republic of Azerbaijan even after the individual
user had cancelled the app.

It is also crucial to stress that in a survey submitted to 80
citizens of Azerbaijan about privacy concerns (Table 1), 62,5%
of people stressed that in case of a privacy breach they would
apply to the court, 10% would demand statement from the
government, and another 10 people (12,5%) emphasized
that they would go publicly protest®. This means that the
great majority of Azerbaijani citizens are sensitive to the topic
of personal data and privacy. Thus, this topic can potentially
raise political tensions in the country.

Conclusions

TheappE-Tabib presentsseveralissuesrelatedtothe misuse of
personal data and scope of the app in Azerbaijan. In particular,

Table 1.
Results of the survey conducted in Azerbaijan

62.5%

12.5%

| would demand a statement
from the Government

Iwould apply to the Court
and demand a compensation

65. Ibid.

there are concerns on how the app was developed and in
what ways and to what extent public authorities can access
the data. Considering that there are several issues related
to law enforcement®” and data on cybercrimes are poorly
collected®, the adoption of such instruments have negative
impact on human rights and democratic development of the
country. Indeed, the data illegitimately collected through the
app could potentially be used to monitor and map citizens’
political opinions as well as other sensitive data related to
their health and social situation. Moreover, the country lacks
a proper legislative procedure that can be used by citizens to
report abuses of the government or anyone else involved in
misuse of personal data that can be shared by the app or any
other digital instruments.

One of the solutions could be the adoption of stricter rules
and conditions of the app in line with GDPR users. Also,
more transparency about the data processed by the Centre
for Public Health and Reforms of the Ministry of Health of
the Republic of Azerbaijan could ensure a more positive
experience for user and legal accountability in case of future
misuse of the processed data.

12.5% 12.5%
| ld bli
would go public on Nothing

Social Media and protest
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Georgia




Background

Soon after confirmation of the first case of COVID-19 in
the country (26th of February 2020), Georgia announced
a state of emergency across the country and imposed
various restrictions. On 16 March, the spokesperson of the
Government of Georgia Irakli Chikovani announced special
measures to fight the pandemic such as the suspension of
free movement and access to the transport services and a
limitation of social interaction through local curfews.®

In order to prevent uncontrolled expansion of disease in
the country, a state of emergency was declared throughout
Georgia on 21 March, which was approved by Parliament
of Georgia compliant with the rules and procedures
determined under constitution.

During the state of emergency, some of the basic human
rights were suspended to avoid social interaction and
thus, mitigate widespread infection across the country.™
The new regulations introduced limits to schooling and
education and the municipalities with the highest rate of
incidence cases were declared as quarantine zones.™

The restrictions imposed by the government became
stricter with the growth of confirmed cases in late March/
early April 2020 when a strict «lockdown» was announced
and a curfew introduced. The state of emergency lasted for
three months and several restrictions were gradually lifted
at the end of May 2020, while most of the restrictions were
removed until the end of November, when new restrictions
were imposed to fight the so-called second and then the
third waves of COVID-19.

Functionality and Development

In order to keep the population informed during the emer-
gency period, the government disseminated information
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via SMS to everyone in Georgia to keep the population up-
dated about measures and recommendations to fight the
virus.” In addition, to ensure the availability of information
on epidemic situations and related decisions, measures
and restrictions, the government of Georgia developed a
unified platform-STOPCOV.GE, where all the information
about Covid19 situation was published.™

In addition to the traditional measures for mitigating the
spread of the virus, the government of Georgia introduced
a COVID-19 tracing app with the aim of simplifying tracking
of contacts and getting better control on monitoring the
epidemic situation in the country. The tracing application
named “STOP COVID” was introduced in April 2020 by the
Technology Department of the Ministry of Health. The
information about the availability of the application was
published on official webpage-STOPCOV.GE, and was
available for Android as well as for IOS users.

In terms of development, the application STOP COVID was
developed by the Austrian NGO NOVID20, in cooperation
with the Austrian software company Dolphin Technologies.
The application replicated the system of a similar French
App with minor differences™. The Georgian App used
Bluetooth and GPS technologies for investigating contacts
who had exposure with Covid19 infected persons. Another
important detail is that the application did not require a
formal user registration.”™

The application design provided several security tools to
ensure privacy of users’ data, in particular, each user was
given a uniqueID. Astrong encryption mechanism was used
to ensure anonymity of data. Moreover, the application
was based on a decentralized data storage mechanism
which means that all information acquired by STOP COVID
was stored in the user’s phone. This enables customers to
have control over any information and decide what type of
information to share via the app.
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In particular, users could voluntarily report if they were
infected by COVID-19 and share their geolocation to warn
other people. Nevertheless, a study found out that STOP
COVID could potentially keep data for 3 years, which is the
longest period of all the apps analysed.™ Also, the Geor-
gian app was among the apps that collected the most per-
sonal information from the users.”

Specific Threats

The country report on Georgia™ showed that STOP COVID
did not have any significant sign of critical non-compli-
ance with the protection of users’ privacy and personal
information, mostly because the Georgian legislation on
privacy and data protection has been developed in line
with the EU standards. In particular, the data protection
legal framework in Georgia has been largely harmonized
with the EU’s ePrivacy Directive (Directive on Privacy and
Electronic communications (Directive 2002/58/EC)) and
the General Data Protection Regulation.

Thus, Georgia has a national Law on personal data pro-
tection that provides a legal foundation for securing hu-
man rights and freedoms, including the right to privacy, in
the course of personal data processing. The law prohibits
processing of special category data containing person-
al information (e.g. political attitudes, private lives, etc),
unless the data is necessary to be processed for public
health protection, health care or protection of health of
a natural person by an institution (employee), and if it is
necessary to manage or operate the health care system.
(article 6. 2(c)). Therefore, the data collected by the App
could be legally used only within the purpose of fighting
the pandemic.

However, according the country report on Georgia, the
major challenge for democracy and human rights with re-
gards to the COVID-19 tracing app is the long storage peri-
od of personal data (3 years). Also, the app collected a lot
of sensitive data about users, including information about
their family, health conditions and geolocation. If breached,
this personal data could be used for many illegal purposes
against citizens and the country as a whole.

Also, the report claims that the data on the users are not
sufficient to estimate a satisfactory level of tracking through
the app. According to information provided by the Ministry
of Internally Displaced Persons from the Occupied Territo-
ries, Labor, Health and Social Affairs of Georgia (MoLSHA),
the application was downloaded by 295,991 users, which
represent 8% of the total population of the country. Howev-
er, detailed statistics about the number of users who deac-
tivated the application is not available in official databases.
According to the information provided by MoLSHA, the ap-
plication recorded a total of 11,437 possible cases. However,
this does not mean that these cases were detected by STOP
COVID and only indicates how many people have detected
its infection voluntarily.

Lastly, the level of satisfaction of the users is also quite low.
A quantitative survey conducted within the framework of
this study (Table 2) showed that around 33% of the STOP
COVID users provided a neutral opinion in terms of usability,
while only around 39% of respondents assessed the use of
the app as comfortable or very comfortable to use. Howev-
er, 68% of surveyed respondents indicated that they would
not recommend the app. The feedback from the users of
app shows that the application itself was not inconvenient
to use did not see the clear benefits of using STOP COVID
app for detecting the infection spread.
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Table 2.

Evaluating the Usability and Convenience of STOP COVID App

32.87%
18.29% 20.68%
17.49%
- . I I
1. Not comfortable 2. 3. 4. 5.Very
comfortable

Conclusions

In conclusion, the Georgian STOP COVID was certainly
an app that had a clearly a Covid-19 purpose and thus
could potentially help citizens to track their contacts.
However, its effectiveness in terms of tracking was limited
by the low number of users and the lack of perceived
utility by Georgian citizens. Moreover, the app presented

some minor issues that could potentially lead to privacy
and data protection challenges. However, as the
Georgian legislation has been aligned in the past with
the EU standards, the report does not show any potential
data protection or democracy threat linked to the
STOP COVID app.



Moldova




Background

The SARS-COVID19 virus was confirmed to have reached
Moldova on 7 March 2020, when a Moldovan citizen
resident in Italy was tested positive.” Since the beginning
of the pandemic in Moldova, the Parliament has voted
twice for the introduction of the state of emergency and
has delegated to the Commission for Emergency Situations
the authority to regulate COVID-19 situation in the country.
The state of emergency was established between 17 March
and 15 May, 2020 during the first wave® and between 1
April and 30 May, 2021 during the second wave.®* However,
the emergency status was cancelled by a Decision of the
Constitutional Court from April 28th, 2021.

Despite the emergency status and ongoing efforts to handle
the pandemic, the government was criticised for the way it
was handling the crisis.® In particular, several accusations
were raised in relations on how the Government ensure
correct and professional collaboration with media
institutions, refraining from unfounded accusations and
insinuations against journalists who request public interest
information.®

Another element of criticism is related to the testing
procedures adopted by health organizations. In the early
stages of the pandemic the Republic of Moldova tested only
symptomatic people while asymptomatic people were not
being tested. In later stages, individuals who have come
into proven contact with infected people were not tested
nor informed about potential risks.®

Digital tools to fight COVID-19 in Moldova

The Republic of Moldova did not introduce any COVID-19
contact tracing tool. According to the WatchDog.MD report,
atracingapp was not used largely due to lack of competence
and interest from the authorities®. This situation might
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also be linked to the above-mentioned testing issues, as a
tracing app can be effective only if the testing procedures
are reliable. The only digital response measures applied in
Moldova were purely informative.

WhatchDog.MD noted that one of the measure taken was
the activation of the ArcGIS COVID-19 online platform,
which presents the latest numbers of COVID-19 cases in
the country. The information on the platform is presented
in Romanian and Russian, and it contains the data on the
number of confirmed and suspected cases of infection,
the number of deaths and the number of people that
have recovered. The data is disaggregated by age, sex,
geographical location, time of case registration (day/
month), and the confirmed cases among pregnant women.
The platform also shows the number of accumulated views.
However, the platform has a cumbersome name and has
not been widely promoted to the extent to be used by the
general public as an information tool.

Another digital method used by the authorities was to send
short text messages warning the citizens to call a doctor if
they have symptomssuch as«feverorcough».®# Themessage
informed about the obligation to respect the quarantine
for those who came from abroad and urged everyone to
stay at home. Shortly after then Minister of Health, Viorica
Dumbraveanu, said that the text messages were part of an
extensive information campaign.®’ The Minister also added
that the text messages were sent due to a collaboration
with the mobile operators and that «neither the Ministry of
Health nor the Government owns the telephone numbers”.
However, the WatchDog.MD report shows that there
are several issues related to storing personal data and
the information campaign performed by the Moldovan
government, including severe restriction of media freedom
and access to clear and reliable information®. Therefore,
despite the digital communication performed by the
government, the digital instruments adopted were not
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effective to keep the citizens properly informed about the
risk of the pandemic and the regulations adopted.

Specific Threats

Paradoxically, the decision of not implementing a tracing
app might have had beneficial consequences. Indeed, while
the importance of the right to personal data protection
is recognized (in particular Article 28 of the Constitution
which provides the right to intimate, family, and private life)
and the country had adopted several legal acts based on the
EU standards (such as the National Law No. 133 of 8 July
2011 on Personal Data Protection® which is based on the EU
Directive 95/46/EC on data protection and storage of data®).
However, its application is still not fully enforced.

For example, the violation of data protection regulations
in Moldova is not prosecuted. Moreover, personal data
protection legislation is still not fully enforced by public
authorities.”* Additional challenges are also represented
by the Transnistrian de facto authorities: in 2020 the self-
proclaimed government of Transnistria has announced it
would use facial recognition to identify people who break
quarantine.®> However, these instruments were never
implemented in the territory of Moldova under the full
control of the Chisinau’s government.
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Conclusions

Thus, the adoption of a tracing app could have led to
potential threats for Moldovan citizens, particularly in terms
of sharing of sensitive personal data with third parties. The
country still lacks effective data protection regulations,
mostly due to the lack of political willingness to enforce
regulations that are already adopted by the national
legislation®. For instance, the abuse of facial recognition
can be a serious threat for the democratic consolidation
of the country, especially if the abuses are linked to the
political situation in the region of Transnistria where the
law enforcement is particularly problematic. One example
of such issue was the use of facial recognition procedures
that took place in Transnistria during the lockdown. Despite
their limited during an emergency situation related to the
COVID-19 virus, the abuses of facial recognition devices
could potentially have dramatic human rights impacts for
all the citizens of Moldova.

Moreover, the lack of information and the poor digital
information campaign performed during the COVID-19
pandemic by the public authorities proved the lack of
government’s capacity to introduce e-services. Indeed, the
above-mentioned challenges can prevent the country from
fully benefiting from digital transformation.
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Ukraine



Background

A day after the WHO announced COVID-19 pandemic, the
government of Ukraine adopted a nation-wide quarantine
on 12 March 2020. At that time, there were only three con-
firmed cases of the virus in the country®. However, the
Government of Ukraine had serious concerns for the sit-
uation of Ukrainians living abroad. When strict lockdowns
were approved in many EU member states, the govern-
ment of Ukraine issued several statements to prevent
the return of thousands of Ukrainian labor migrants.*
In particular, the President of Ukraine Volodymyr Zelen-
sky made an urgent statement to suspend air traffic from
and to Ukraine starting 16 March 2020. Later, the National
Council of Security and Defense of Ukraine ordered the
close of the air space for commercial flights at 00.00 on 17
March 2020%. On 20 March there were 41 confirmed cases,
and local governments of Ukrainian regions started intro-
ducing emergency measures to contain the virus. In four
days, the measures were expanded to the territory of the
whole country.

During the quarantine period (which lasted until May
2020), the government of Ukraine decided to continue the
implementation of its digital transformation strategy. Such
government-lead initiative was proclaimed by the Presi-
dent Zelensky in order to expand digital services available
for Ukrainian citizens which became even more important
during the pandemic.”” A key pillar of the strategy was
the development of the the Diia Portal, a unified portal
for governmental services which is accessible on person-
al devices. The reinforcement of the Diia Portal was part
of the governments’ campaign “State on a Smartphone”
which president Zelensky announced in early 2020.% A
significant support to the “State on a Smartphone” cam-
paign was also provided by EU member states (namely

Estonia and Sweden) which helped the government of
Ukraine to harmonize several e-governments instruments
to the EU standards.” Thus, at the edge of the coronavirus
emergency Ukraine was in a very particular situation: on
the one hand the country was in the process of providing
more digital services to its citizens and on the other hand,
the Ukrainian government was trying to harmonize differ-
ent digital practices through an effective bilateral cooper-
ation with EU member states.

This unique position turned out to be very effective to pro-
vide digital tools to citizens during the pandemic. For in-
stance, in terms of functions, the Diia Portal was created
as a platform with multiple services available for citizens
(around 50 governmental services and nine digital docu-
ments, such as ID card and a birth certificate are available on
the portal'®). The portal was also connected with a specif-
ic mobile app that allowed users to access documents and
individual data directly on their smartphones. As a result,
during the quarantine Ukrainian citizens could apply for
unemployment benefitsand or file a request for financial as-
sistance directly through the Diia Portal.®* Indeed, citizens
could download the Diia Portal app from Google Play Market
or App Store and get a digital authorization to access their
data through a Bank ID or electronic signature.’®? Clearly,
the access to Diia Portal was extremely popular during the
lockdown and in 2021 it was reported that almost 10 million
people used Diia instruments.%

Moreover, the government of Ukraine decided to expand
the Diia Portal and create an additional tool to track the
cases of infections in the country: the app “Vdoma”. Vdoma
is dedicated to the control and support of citizens during
the regime of self-isolation through specific features that
monitor and track the behavior of the users'®. In April 2020,
Vdoma was declared obligatory for any individual arriving
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from a “red zone” country. Later in 2021, the app was made
mandatory for more categories of citizens. As of today
(September 2021), Vdoma must be downloaded for most of
the residents and travelers within the territory Ukraine.

Functionality

The app Vdoma was developed in four days by the Ministry
of Digital Transformation of Ukraine, in cooperation with the
Ministry of Health of Ukraine, the Ministry of Internal Affairs,
and the Public Health Centre of the Ministry of Health!®.
The fast development of the app raised several issues,
particularly in terms of and personal data protection and
cyber security*®.

Indeed, the app requires the users to upload a reference
photo during the registration. Moreover, every user must
give the permission for the geolocation of the phone at the
moment of taking a photo.*” This is aimed at verifying the
correct application of the regime of self-isolation. In case the
user of Vdoma is requested to self-isolate, they can get a push
notification at a random hour on the phone. After receiving
the notification, the user is obliged to take a photo of a face
to prove its location.'® If the user fails to upload a picture

Table 3.

within 15 minutes or the app detects any discrepancy in
the geolocation and/or in the uploaded picture, the person
is automatically considered not in compliance with a self-
isolation regime and thus can be persecuted.'® Indeed,
there were many cases of violations of the quarantine
regime detected by the app and later recorded by the police
(Table 3).

Risks for democracy

Vdoma requires several authorizations from the users,
such as the access to the location through GPS and mo-
bile data, and the access to the camera. Thus, the collect-
ed data are substantial in terms of quality and quantity.
Clearly, the misuse of such data can have a strong impact
on the democratization process of Ukraine as the law en-
forcement remain dramatically low in the country.!?® Any
incorrect use of the data is therefore hardly persecuted,
particularly if the misuse is related to vulnerable groups.**!

Another issue is related to the transfer of the data between
different entities. Under Article 7 of the law “On Protec-
tion of the Personal Data”, any biometric data should be
considered as sensitive!2, As installing the Vdoma app is

Statistics on notifications generated by the Vdoma application

General number of reports of
violations of quarantine rules from
the Vdoma application

Number of police visits

71 254

96 ‘

Number of compleated protocols
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no longer optional for many categoriess3, it is crucial that
the data are processed by health-related authorities and
collected exclusively for scientific and medical reasons!*.
The Government of Ukraine has constantly reported that
Vdoma has been collected data only for medical purposes
as mentioned in the description of the app on the official
website.!* However, currently it is impossible to find out if
these regulations were properly met. On the contrary, sever-
al analysis report that it is impossible to guarantee that bad
practices are not applied!® or personal data are not used by
the National Police of Ukraine for their own needs.'"’

Another potential risk is related to the lack of security.
The app has been declared as secure by the Ukrainian
government, but the report shows**® that there was no cy-
ber security audit of the app conducted by independent
experts.’”® This is also linked to the fact that Vdoma app
was developed in only four days. In case there are no secu-
rity protocols fully implemented in the app, the obligatory
nature of the app poses a considerable threat to personal
data protection’®. Moreover, despite the government de-
clared that the app is safe and secure, many users expe-
rienced troubles using the app and many others feel inse-
cure about the app itself.?!

Conclusions

The Vdoma app was introduced with the aim of fighting the
spread of COVID-19 in Ukraine. The Ukrainian government
has also conducted an intensive digital development re-
forms strategy supported by the EU. Nevertheless, the app
has raised several issues, particularly related to the fact that
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users have little control of inputs (e.g. upload of pictures)
and the principle of accountability has not been fully re-
spected in relation to the store and use of data.

This poses crucial risk for the democratic development of
Ukraine. First, the app has not been fully audited by inde-
pendent cyber security experts. As a consequence, it is un-
clear whether the data of the users are fully protected and not
misused by any state authorities. It is therefore recommend-
ed for the to conduct independent cyber security audits in or-
der to track any vulnerabilities of the app, as well as conduct
an evaluation of the compliance of Vdoma to GDPR.

Second, law enforcement in the country remains dramati-
cally low. COVID-19 tracing app remains problematic as it is
unclear how the data of users are processed and used. This
situation can easily lead to abuses as pictures, data and geo-
location of citizens can be accessed by public bodies (or even
third parts) in ways that are not in line with the goals of the
app and the emergency context in which it was launched. For
instance, in theory it is quite simple to collect sensitive infor-
mation of citizens through pictures and any inputs that they
are obliged to upload on Vdoma. In a worst case scenario, this
data can also be used to track political orientation of citizens
or map political minorities and vulnerable groups. Clearly,
the exploitation of data processed by a tracing app can easily
be used to manipulate or negatively influence the democratic
development in the country. There were no reported cases
of using this data in such purposes so far, but most experts
interviewed during this study in Ukraine mentioned that such
manipulations are very likely to take place in the long-term
perspective, such as the next elections'?.
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Belarus



The context of Belarus is very particular, due to the ongoing
political demonstrations against the Belarusian government
and President Alexander Lukashenko, particularly during and
after the 2020 presidential elections. Therefore, the outbreak
of COVID-19 pandemic was not the only shuttering experience
for Belarusians in 2020-2021.

The turbulent political times have contributed to a major
negligence vis-a-vis COVID-19 measures.’® The authorities
of Belarus did not develop an adequate response to the
pandemic and President Lukashenko made several bizarre
statement on the existence of the COVID-19.'* Also, media
minimised the risks related to the pandemic and as of today
state authorities continue report unreliable information
about the limited risks of COVID-19. As a result, the official
figures of cases and deaths in the country are not accurate
and they generally lack of any scientific credibility. Yet, some
unofficial data report that the undocumented cases are
among the highestin Europe and in the world'*.

As a result, the COVID-19 response policy in Belarus was
totally insufficient and almost non-existent as the authorities
provided very little information to Belarusian citizens'*.
It is therefore not a surprise that public institutions did not
develop any COVID-19 tracing instrument and digital service
to fight the virus. Nevertheless, within the context of this
study, a focus group was organized to evaluate the level of

trust in state agency and in a hypothetical tracing strategy
developed by the Belarusian government.

Most of the respondents in the focus groups recognized the
importance of COVID-19 tracing apps but the great majority
of them were against its application in Belarus. The reasons
reported were different and included the specific political
situationthatBelarusiansfacedin2020-2021.Also,someofthe
respondents mentioned that the poor health management
of Belarus in general and the people’s understanding of the
dynamic of the virus would have prevented the app to be
useful. Forinstance, the lack of economic assistance provided
by the government would have made a hypothetic tracing
app totally not effective and people would not had followed
the information provided within the app.

Also, the repressive atmosphere would had contributed
to not trusting tracing digital instruments or any kind of
informative digital services. Belarusian respondents claimed
that a COVID-19 tracing app could potentially be used to
track people’s location and collect data about their political
opinions and views on Lukashenko’s regime. Thus, the risks
related to a tracing app were very well understood by the civil
society and citizens participating in focus groups. Moreover,
citizens and civil society members interviewed in Belarus
pointed out to possible misuse of data collected by COVID-19
tracing apps in a non-democratic political context.
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Conclusions




COVID-19 and its consequences for public health, digital human rights, and democracy were

an enormous challenge for the whole world, including the EaP countries. The countries in the

region has certainly adopted different strategies to deal with the consequences of the pandemic

but digital tools were certainly one of the main way adopted to inform citizens, provide services

and track cases of infections. The comparative analysis of this report has shown that there

are serious issues related to digital human rights and democracy caused by tracing apps and

e-services in EaP countries introduced during COVID-19.

The EaP countries experienced major difficulties in the
development of tracing app instruments. In particular,
the effectiveness and security of many digital instruments
adopted in EaP countries are questionable as it is not clear
if they could be used exclusively for managing COVID-19
pandemic and are proportional to its purpose. Moreover,
most COVID-19 tracing apps and other e-services developed
during COVID-19 pay little or no attention to personal data
protection, transparency, cyber security and possible abuse
of sensitive data for undemocratic purposes. The issues
related to tracing apps in the EaP countries are only partially
related to COVID-19. Indeed, tracing app are not negative
instruments per se. However, the amount and quality of
data that they collect require public authorities to ensure a
good level of transparency and accountability, particularly
within public institutions. However, in the EaP region abuses
related to law enforcement and lack of transparency remain
significant. The specific situation of the EaP region in terms of
legislation and practices in the public sectors (e.g. corruption,
lack of transparency etc.) make extremely problematic to
persecute any kind of exploitation of personal data.

First of all, the adoption of data protection legislative
instruments such as GDPR in the EaP countries is still
insufficient or incomplete. While enhancing the right to
data protection in Eastern Partnership countries remain a
key top priority for many governments in the region, the
pandemic and the adoption of tracing apps have shown that
in emergency situations national authorities struggle to fully
implement or enforce data protection instruments. The lack

of shared and transparent standards has obviously strong
negative consequences on the level of citizens’ trust in new
technologies adopted by state authorities including tracing
apps and e-health services.

Second, the lack of information about potential risks related
to data breach and digital personal information is quite high
in the EaP countries. In particular, both citizens and state
authority largely ignore the risks of not having elevated
standards for data protection within state authorities. This
situation contributed to many issues related to tracing
apps during the pandemic. For example, the requests of
public opinion to ensure transparency and accountability
of tracing app’s data processing were quite low in every
country that adopted such app. One could argue that the
emergency situation related to COVID-19 was something
totally unexpected and thus it is understandable that tracing
apps were not perfect. However, governments in EaP should
aim at developing a cyber-resilient society, where the level
of information provided to citizens and the tools adopted
by state authorities are always meeting certain standards.
In particular, its governments’ responsibility to ensure that
citizens are both ready to prepare and prevent adverse cyber
events and personal data leaks. Thus the adoption of apps
and instruments that are not compliant with transparency
and accountability standards contribute to the lack of
achieving a cyber-resilient society. Moreover, considering
the emergency situation, it also crucial that citizens have
the opportunity during the COVID-19 crisis to engage with
a public authority acting as data controller which has the



responsibility to keep and process their digital records and
data. In this way, citizens can also be sure that the principle of
accountability is fully respected.

Third, data collected by COVID-19 tracing apps could be used
in purposes other than COVID-19 especially in countries with
weak institutions. Most experts and citizens interviewed or
surveyed in EaP countries pointed out that they do not trust
the governments in storing their personal data, especially
data related to health. Such data could be used to trace
citizens’ whereabouts not related to COVID-19 or in other
political purposes. Therefore, COVID-19 tracing apps should
have a strict time and scope limits and should be dismantled
as soon as the pandemicis over.

Last, the level of engagement between state authorities and
civil society is very low and only a small number of experts

and civil society members in the EaP region have raised the
concerns posed by digital instruments, including COVID-19
tracing apps during COVID-19. However, it crucial that civil
society and governments engage more on these topics.
Indeed, civil society should both provide more information
to general public about potential risks on data protection,
cyber security and democracy as well as monitor potential
threats related to the implementation of digital solutions of
any kind, including tracing apps. Also, national and regional
governments must put in place adequate measures to ensure
that citizens can effectively express their concerns or report
potential issues related to their data protection or privacy.
Indeed, providing transparent information on any digital
tools adopted at the state level should be a key priority for
any government interested in creating a cyber-resilient and
democratic society that can effectively overcome unexpected
challenges such as COVID-19.



Recommendations



Following the comparative analysis of the EaP countries in relation to digital solutions and

tracing apps during the COVID-19 outbreak and subsequent lockdown policies, there are a

number of recommendations to different stakeholders:

Recommendations to the EaP
countries’ governments:

10.

Harmonize national and local legislation to EU Standards, in particular EU’s
ePrivacy Directive (Directive on Privacy and Electronic communications
(Directive 2002/58/EC)), and the General Data Protection Regulation.

Engage with EU partners in order to get adequate support to implement
positive and transparent reformsin the field of data protections and e-services.

Provide clear and accessible information on any digital tools used during the
COVID-19 pandemic, including tracing apps. As for the tracing apps, the data
provided should include number of downloads, number of current active
users, number of tracked cases.

Ensure an appropriate level of security by technical and organizational
measures in implementing any COVID-19 tracing systems.

Put in place adequate measures to ensure the principle of lawful processing
of data. In particular, the data collected with COVID-19 related instruments
should be processed lawfully, fairly and in a transparent manner and only in
relation to explicit and legitimate health related issues.

Ensure mechanism by which data collected by tracing app cannot be further
processed by third parties, or in a way that is incompatible with the specific
COVID-19 purpose the app or the tool has been developed.

Designate a data controller (e.g. the relevant authority) who is obliged to keep
a record of all the data processing activities and provide channels by which
citizens can access their own data during the COVID-19 emergency period.

Engage with citizens and civil society in order to keep a transparent and
positive approach when introducing new digital instruments of any kind
in order to address potential issues related to privacy, data protection and
accountability of body structure.

Provide training and information to law enforcement bodies and officers
about data protection and cybersecurity issues

Publish periodic reports on the cyber security, e-privacy and data protection
measures adopted, implemented or improved in the country.



Recommendations
to civil society:

Recommendations
to the European Union:

Provide information to general public about potential risks on Data Protection
and Cyber security, with a specific focus on vulnerable groups and other
categories that might face significant issues in case of abuses of personal data
from public authorities.

Advocate for harmonization of national and local legislation to EU Standards,
in particular EU’s ePrivacy Directive (Directive on Privacy and Electronic
communications (Directive 2002/58/EC), and the General Data Protection
Regulation.

Engage in constructive dialogue with public authorities vis-a-vis the specific
needs and challenges faced by citizens during COVID-19 and how to address
them with digital tools (including tracing apps).

Monitor potential threats related to the implementation of tracing apps and
other COVID-19 related issues and publish periodic reports in order to raise
awareness among general public and international community.

Share good practices in the field of data protection with both public and
private companies in order to create a general positive environment based on
cyber resilience.

Provide expertise and support for the harmonization of data protections,
cyber security and e-privacy to EaP governments, particularly in the fields
related to e-health and COVID-19.

Support civil society through material and non-material support in EaP
countries in order to create a resilient society that is aware of potential
challenges related to GDPR and misuse of data.

Create training opportunities for elected officials and civil servants to learn
more about potential threats and opportunities related to data protections
and engagement with citizens through digital tools such as tracing apps and
e-services.
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